In this paper we discuss the independent message deletion mechanism for Delay Tolerant Networks (DTNs) multi-copy routing schemes, and the enhancement of this method with the knowledge of human mobility patterns. This mechanism can optimize the resource utilization and improve message delivery performance. In DTNs, communication is achieved by the movement of mobile devices and the ability to store-carry-and-forward the messages. Since contacts in this network occur opportunistically, multi-copy routing scheme suggests messages to be replicated, carried and forwarded by several devices to enhance the delivery ratio though it consumes greater resources compared to singlecopy routing scheme. We propose the method to optimize the resource utilization in multi-copy routing scheme by eciently deleting the copy of delivered message. This method reduces storage consumption, and avoids devices from wasting their bandwidth, and energy, hence, improves the performance of DTNs message delivery in multi-copy routing scheme. We have taken the intrinsic characteristic of human movements, known as, Human Gathering Points" to enhance our proposed method. We evaluate the proposed method in the simulations with real human movement data trace on three major DTNs multi-copy routing schemes, Epidemic, Spray and Wait, and ProPHET. The result shows signicant improvement in message delivery (10-50%) while reduces the resource consumption (overhead) by 30-70%. Its independent characteristic makes it possible to be applied with any multi-copy routing protocol though the degree of impact is varied based on the underlying routing scheme.
INTRODUCTION
As we move from the Information era to Attention era, where information can be generated and shared anytime, anywhere and by anyone, there is a need for individuals to create and consume information freely and instantly. Therefore it demands the constant communication on mobile personal devices. Through the movement of these devices, the connection and message delivery become possible in sparsely connected networks known as Delay Tolerant Networks (DTNs) [1] .
The concept of DTNs has addressed the network in challenging environments. The movement of mobile devices create frequent topology changes, disruptions, and network partitions. Moreover, the limited storage and energy of these devices also cause the intermittent connectivity and the absence of end-to-end connectivity. To overcome these challenges, one needs to provide the protocols that can tolerate the dynamic network environment with abrupt changes and high delay while stay tune to the optimization of resources utilization.
To achieve messages delivery upon above requirements, many DTNs routing algorithms had been proposed in recent years, which can be categorized into two main classes: single-copy routing scheme [2] and multi-copy routing scheme [3, 4, 5] . While the multi-copy routing scheme promises higher delivery ratio, there are more resources to be consumed. The method to achieve high delivery performance at the minimal cost is still to be devised. One way to enhance the performance of DTN message delivery is through message management scheme such as buer management and message deletion mechanism. We need to optimize the resources usage (storage, bandwidth and energy) while maintaining high delivery ratio as in multi-copy routing scheme.
Generally, the storage managements in DTNs are often integrated with the routing algorithm such as Hop-based TTL in Spray and Wait [4] , or passive-cure in Potential-based Entropy Adaptive Routing (PEAR) [17] . So far, there are several works regarding buer management policies which can work independently. Yet our method diers from those since it works as preventive measure for resources exhaustion and storage overow problems rather than counter measure as in [20, 21] . The contribution of this paper is the proposal of independent message deletion mechanism for DTNs multicopy routing scheme. And the proposal of its enhancement with the Human Gathering Points", the locations where people naturally gather together, detailed explanation in Section 2.2. The key design of our protocol is to cut-o unnecessary resource usage through the deletion of the copies/replicas of delivered messages. It will prevent nodes from the storage overow problems, reduces storage and energy consumption, avoid unnecessary transfer of useless message replicas, therefore it can enhance the performance of DTNs message delivery. We evaluate our proposed method by simulation with the real human movement data traces[12], on three major DTNs routing algorithms: Epidemic [3] , Spray and Wait [4] , and ProPHET [5] .
The results show that our method improves the performance of multi-copy routing algorithms though the degree of impact is dierent based on the underlying routing algorithm. The remainder of this paper is organized as follows. Section 2 explains our proposed deletion mechanism, mobility patterns and Human Gathering Points". Section 3 describes the simulation environments and presents the results. Related work is presented in Section 4. Finally we conclude in Section 5 and present our future work.
DELETION MECHANISM AND MOBILITY PATTERNS
Oftentimes, the countless replica in multi-copy routing scheme, overwhelm the limited network resources. When the messages had reached their destinations, their replicas become useless though they are still occupying storage space and being forwarded to other nodes. Without the proper resource management scheme, these useless replicas can cause the degradation of the DTNs delivery performance. We propose a message deletion scheme, which will be able to apply independently from the underlying routing protocols.
Since the devices in DTNs environment are generally carried by human, their movements are closely correlated to the human movements. The key element in our design is the study and application of the heuristic knowledge of actual human mobility. This method is proven to be ecient in terms of: (i) Ability to remove copies of delivered messages in timely manner; (ii) improvement in resources utilization (bandwidth, storage).
We use the acknowledgment from the destination node to indicate that the message has already been received and its replicas can be deleted from the intermediate nodes. We separate our design into two parts: (i) methods for distributing acknowledgment messages (ACK); (ii) The use of Helper nodes at Human Gathering Points to relay ACK messages.
ACK Distribution Method to Delete Replicas
The ACK messages can be distributed in two dierent ways, either passive or active policies, as it is illustrated in Figure. 1. In passive distribution policy, ACK of any message m will not be expressed to any encountering node (B) unless the encountering node makes an attempt to send a copy of In this case, ACK message will be slowly distributed and copies of m will be slowly discarded from the system. The down point of this policy is the timeliness in distributing ACK message. This is crucial in multi-copy routing scheme since the number of message is growing with time. While the useless message has not been deleted, its replicas will be further generated and forwarded around, consumed more network resources. In active distribution policy, a node holding ACK of any message m (A) will express its knowledge to its encountering node without any condition on the peer node (B). The extreme case of this active distribution is to express its knowledge, ACK, to every encounter.
There are several reasons why we have chosen an active distribution policy for our design. First, since the communications in DTNs occur opportunistically and often experience disruption, we would like to expediently utilize these connection opportunities by using only one way acknowledgment (Active ACK Distribution) and giving the rest for message transmission. Second, active ACK distribution method would enable us to swiftly discard the copies of delivered messages and prevent them from being regenerated and forwarded to other intermediate nodes.
In our design, any node in the system is required to hold a list of known delivered messages ID. However, the size of this list is very small compared to the size of a message. When the contact occurs, encountering nodes will exchange the information in the list. If a message in their buer matches the ID of delivered message in the list, they will delete corresponding message from their buers.
To enhance our deletion mechanism, we integrate the knowledge of human mobility patterns into this design.
Mobility Patterns and Helper nodes
As previously mentioned, communications in Delay Tolerant Networks are often facilitated by the mobility of devices. Therefore understanding this mobility patterns can benet in designing new mechanisms for DTNs. We have integrated the knowledge of human mobility patterns into our deletion mechanism as we introduce the static helper nodes (static H-nodes) based on the idea of Human Gathering Points". These static H-nodes will play the role in expediting the distribution of ACK messages Human Gathering Points: The hotspot model is one of the commonly found characteristics of human mobility in various studies [8, 9, 10, 11] . This model suggests that there are locations where many people naturally meet in space. This is an essential knowledge in designing the mobile network structure, since it represents strategic locations where a lot of contact opportunities will occur as well as the exchange of We assumed that the popularity of these points will be useful in the distribution of acknowledgment and our deletion mechanism. In the experiment, we deployed the stationary nodes (static H-node) at these locations and study their impacts on our proposed method.
Dataset: The dataset used in our study is the collected GPS traces from Crawdad database [12] . There are 39 GPS traces collected from 10 volunteers in the area of 12 square kilometers in Midtown Manhattan (from 14th Street to 59th Street and from Hudson River to East River). Some of the volunteers are living in Manhattan's vicinity, so their traces are likely to contain long distance travel across from other areas. Their daily means of commuting include subway trains, buses, and walking. We have plotted the frequency of the visits or passes by on each map point (relative x,y coordinates), shown in Figure. 2. From the graph we can notice three frequently visited locations. These points are selected as the locations to deploy our static H-nodes. Based on spatial structure of the city, we can also explain the reasons behind these locations' popularity using Space Syntax theory [13] . These three locations include, at the center Herald Square (HC: Hotspot Central), on the east (HE: Hotspot East) and west (HW: Hotspot West) are the entrance/exit to Long Island Expressway and to Lincoln Tunnel respectively. HE and HW have similar characteristics; they serve as port of entry/exit to other areas, which make them popular to a group of nodes that travel across from other areas. While at the center, HC, is a major intersection where total accumulated ow is high, which also infers high integration values in Space Syntax Theory.
PERFORMANCE EVALUATION
In this section we will explain the evaluation for our proposed method. We rst show the simulation environment and then present the results.
Simulation Setup
In order to evaluate our proposed mechanism and the impact of stationary nodes deployed at human gathering points on this mechanism we have simulated our work in the Opportunistic Networking Environment (ONE) simulator [14] , which is designed to support DTN nodes characteristics. In addition we also used the OpenJUMP software [15] to tailor our nodes movements according to real collected data traces from the Crawdad dataset. The dataset is the collected traces in Manhattan area, New York City as discussed in Section 2.2. With these tools we were able to simulate our mechanism in more realistic environment.
We simulated three dierent node-density scenarios on the same terrain, 10-nodes, 20-nodes, and 100-nodes. Table 1 summarizes the simulation parameters. We would like to observe the impact of our method and the eect of human gathering points in the sparse network environments (10 and 20-nodes scenarios) as well as in the dense network environment (100-nodes scenario). Since the contact opportunity are varied by the density of node. In sparse network the contact opportunities are rare due to the small number of nodes while in dense network, there are frequent contact opportunities. In all scenarios, messages are generated by uniformly selected random sources, towards random destinations. The size of message is also randomly chosen between 500KB-1MB equivalent to the size of large text le or medium size image le. In our simulations, the messages had innite Time-To-Live (TTL value). Our nodes are all identical, exhibit Bluetooth properties as shown in Table  1 . The nodes movement speed is correspondent to human walking speed, 0.5-1.5 m/s.
To evaluate the impact of stationary nodes deployed at human gathering points, we added one stationary node at each point in respective order according to their frequencies of being visited by distinct nodes. The order and locations are shown in Table 2 .
Simulation Results
We use the following performance metrics, namely, delivery probability, overhead, average latency, and average buer occupancy, to evaluate the performance of our deletion mechanism and the impact of static H-node at Human Gathering Point. The delivery probability metric indicates the successful rate in delivery the message. While overhead and buer occupancy metrics indicates the resources consumed in delivering the message. Average latency shows the average time required in order to complete the delivering process. These metrics can denote the performance of DTNs message delivery. We implement our algorithm onto three routing protocols which are the representatives of routing protocols in DTNs, Epidemic, Spray and Wait, and ProPHET. Epidemic [3] represents the extreme ooding case, where all messages will be copied to all nodes without any consideration. In contrast, Spray and Wait [4] routing protocol represents the case where every messages are bounded only to limited number of copies, or in another word, controlled ooding. ProPHET [5] routing protocol represents the probabilistic routing protocols, which the number of copies or the nodes carrying the copies, are selected based on history of node encounters and transitivity. This protocol is considered to be adaptive compare to the previous two protocols. The results on each performance metrics are described below.
Delivery Probability
Delivery Probability (DP) is the percentage of delivered messages over total unique generated messages.
DP = DeliveredM essages U niqueGeneratedM essages
(1)
The delivery probability graphs are shown in Figure. 3, the rst column on x-axis (noACK) in all graph represents the default scenario where there is no acknowledgment in the system. The second column (ACK) is where the destination node generates the ACK message and distribute to all node without any help from static H-node, our proposed deletion mechanism. Then the rest of the cases involve 1 to 3 static H-nodes at Human Gathering Points (ACK+1hs to ACK+3hs). For each routing protocol, Epidemic, ProPHET, Spray and Wait (from left to right), we perform three simulations with dierent node density as previously described in Section 3 A (10,20,100-nodes).
From Figure. 3, we can see that our deletion mechanism can improve the delivery ratio by 10% in 10-nodes scenarios, in Epidemic and ProPHET routing protocols. The delivery probabilities also improve by 20% in 20-nodes scenario and 50% in 100-nodes scenario. The deployment of static H-node at HC (Herald Square) can further improve the delivery performance by 5-15% in sparse network settings for all routing algorithms. Though, with Spray and Wait routing protocol, our deletion mechanism has smaller improvement. Since Spray and Wait is a ooding-control routing algorithm, it is less likely to be devastated by the message replicas as in other routing protocols. In dense network environment, static H-nodes do not have signicant impact due to the high frequency of contact opportunity among moving nodes.
Overhead
Overhead is the average resource (storage, bandwidth and energy) consumed per one delivered message. This is the number of replicas that had been relayed in order to achieve one successful delivered message. The layout of Figure. 4, is the same as in Figure 3 described in previous paragraph. In Figure 4 , we enlarge the bottom part (below the black horizontal line) of the graphs in order to show the results from sparse network scenarios.
Our proposed mechanism, (ACK, ACK+1hs, ACK+2hs, ACK+3hs), shows that it can reduce the resource consumption signicantly in Epidemic and ProPHET routing protocols. Since it helps deleting the unnecessary replicas and also preventing nodes from further distributing the replicas of delivered messages. In second column (ACK), where no static H-node is deployed, overhead can be reduced 30-50% in sparse-network scenarios of Epidemic and ProPHET routing protocols. In dense environment it can reduce up to 70% approximately. However, in Spray and Wait the overhead remains approximately equal to the predened maximum copies value. Spray and Wait routing protocol allows only M copies (predened maximum copies) to be replicated per one message. The static H-nodes at Human Gathering Points causes the overhead to become slightly higher since more replicas are generated to these nodes, however, this can also contribute to higher message delivery probability at the mean time. Single stationary node accounts for 10% higher in overhead for Epidemic. While in Spray and Wait and ProPHET, one H-node only accounts 3% higher in overhead.
Average Latency
Average Latency is the time interval between sending message by source and receiving its copy by destination.
Where Treceived is time when any copy of message m reached at the destination. Tsent is time when message m is generated at the source.
In Figure 5 , we can see that the deletion mechanism increased the average latency in message delivery. However, by deploying the static H-nodes at Human Gathering Points can reduce the average latency in sparse network scenarios for all routing protocols. Epidemic routing protocol case ( Figure 5-left) , in dense environment, applying our proposed deletion mechanism can vastly reduce the average latency by 35% compare to the default case where no deletion mechanism is presented. Our mechanism serves as the countermeasure for resource exhaustion, which is likely to occur when using Epidemic routing protocol in dense environment. It allows the network to use the resources more eectively thus contribute to the reduction of average latency in this scenario.
Average Buffer Occupancy
Buer Occupancy (BO) is the percentage of buer space that occupied by the messages and messages replicas. We 
Where n equals to total number of nodes in the system. When the node's buer becomes full, the rst incoming message in the buer queue will be dropped by node, in order to make space available for the incoming message. This is done in First-In-First-Out(FIFO) manner. From our perspective, the lower buer occupancy will prevent the messages from being dropped while it is being forwarded to the destination. Figure 6 , shows the average buer occupancy in 10-nodes scenario for Epidemic, ProPHET, Spray and Wait protocols. Figure 7 and Figure 8 show average buer occupancy in 20-nodes and 100-nodes scenarios respectively. The graphs illustrate that our proposed mechanism can reduce the buer occupancy in all scenarios regardless of applied routing protocols. The default scenario is shown in topmost line which always nearly 100% occupied and variations of our proposed methods in other lower lines. The impact in dense-environment (100-nodes scenario) is greater than in sparse environment, since ACK messages can spread out more rapidly due to the frequent contact opportunities among nodes. In dense environment we can reduce the buer occupancy approximately 30-33% in ProPHET and Spray and Wait. While in sparse network the reduction is about 10-25%.
The static H-nodes deployed at Human Gathering Points can enhance the opportunities of ACK messages distribution as well as opportunities in forwarding messages in sparse network environments. One static H-node at HC can reduces the buer occupancy by 10% in Epidemic and Spray and Wait routing protocols, while reduces 20% in ProPHET routing protocol. The introduction of static H-nodes at HE and HW decreases the buer occupancy 10% more in ProPHET. Since ProPHET is adaptive in nature, where forwarding decision depends on delivery predictability value, so it is able to benet more from the proposed routing algorithm. It is also likely that our mechanism will have similar impact on other adaptive routing protocols such as potential-based routing protocols.
RELATED WORKS
As previously mentioned, message and storage management in DTNs was generally integrated with some routing algorithms such as hop-based time-to-live (TTL) in Spray and Wait [4] , passive-cure in potential-based entropy adaptive routing (PEAR) [17] . Other works are focusing on buer management policies [20, 21] .
In practical scenario, the selection of routing scheme may bounded under many requirements such as application scenarios. However, some of the routing schemes may not already provide message management function. Therefore the independent message deletion mechanism would be essential in optimizing the performance of these routing scheme. Realizing that network resources, storage, energy, bandwidth are limited, we can foresee many problems. To cope with the problem of buer overow/limited storage, one has to consider both preventive measure and procedure to handle the situation once occurs: (i) Preventive measure is the mechanism which is designed to control the buer space usage by only allowing message with valid status, valid time-to-live [18] . Yet, it is dicult to determine an appropriate TTL value. Another method is called anti-packet or passive cure [19] , where destination creates the ACK message once it has received the message. Our proposed method falls into this category. However, the method in relaying ACK messages are dierent from previously proposed algorithm. The previously proposed passive-cure, ACK messages are forwarded in passive approach, as described in Section 2.1. Moreover we take the advantage of nodes' movements and human gathering points to distribute ACK messages more eciently and effectively. None of the previous works had integrated the human mobility patterns in their studies. The novelty of the design is how to distribute ACK messages to all relevant nodes with minimum resource usage in timely manner. Further optimization of resource use in deleting messages will be considered in our future work.
For (ii) Countermeasure or so called buer management policies [20, 21] will only take action when node's buer become full. These policies instruct node in making decision on which packet to be dropped in order to make space available for other messages. For eectiveness of message management, the combination of these methods may be considered as well.
CONCLUSION
In this paper, we present the independent message deletion mechanism for DTNs multi-copy routing schemes, the enhancement of this method through knowledge of human movements and introduction of static H-node. We evaluate our mechanism by simulations and present the simulation results.
The contributions of this work is two folds; rst, the outcomes of eective message management, and second, the benets of human gathering points on our message deletion mechanism. We have presented the design of an independent message deletion mechanism for DTNs multi-copy routing scheme. By eciently deleting copies of delivered messages, we can reduce storage consumption and avoid unnecessary bandwidth and energy usage, which in turn enhance the overall performance of DTNs message delivery.
The heuristic knowledge of human movement characteristics has been taken in consideration. We study the impact ofHuman Gathering Point", strategic location where people naturally swarm, on our proposed method. The result shows positive impacts in increasing delivery probability and reducing overhead especially in sparse network and for adaptive and potential-based routing scheme. This paper shows that the integration of the knowledge of human movements would be benecial to future research.
For future works, we would like to extend our proposed method into larger scale. Subsequently, we would consider the corresponding scheme to manage the list of delivered message ID and alternative method for distributing ACK messages such as multicasting scheme. Moreover, we would like to investigate other characteristics of human mobility which might be useful for our design as well as other network protocols. The knowledge of human movements is also provide us the proper simulation environment which similar to the real-world settings. It will be benet for future 
